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Products Installed
in More Than

42.000

Properties Worldwide

IMPACT

More Than
7.000.000

Secured Hotel
Rooms Worldwide

Service &
Support in over

166

Countries
Worldwide

source: https://www.assaabloyhospitality.com/



ASSA ABLOY Downloads

Products Solutions Case Studies & References AboutUs Press Room Contact Us

Case Studies and References from Hospitality Providers

ASSA ABLQOY Hospitality has provided solutions to a range of Hotels and
Hospitality providers worldwide. Click on any of the Hotel Logos below to see
how our solutions and products have changed the way hotels interact with

their customers.
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WIKIPEDIA

The Free Encyclopedia

Main page
Contents
Featured content
Current events
Random article
Donate to Wikipe
Wikipedia store

Interaction

Help

About Wikipedia
Community portz
Recent changes
Contact page

Tools

What links here
Related changes
Upload file
Special pages
Permanent link
Page information
Wikidata item
Cite this page

Print/export

& Not logged in Talk Contributions Create account Login

Article Talk Read Edit View history |Search Wikipedia Q

Assassination of Mahmoud Al-Mabhouh

From Wikipedia, the free encyclopedia

The assassination of Mahmoud Al-Mabhouh (Arabic: 7 g=1oll 3g0=0, Mahmid al-Mabhah; 14 February 1961 — 19 January 2010) was an assassination that .-
Assassination of Mahmoud Al-
took plac:e on 19 January 2010, in a hotel room in Dubai, United Arab Emirates. Al-Mabhouh—a co-founder of the |zz ad-Din al-Qassam Brlgades the m|I|tary Mabhouh

A readout of actlwty that took place on the hotel room's electronic door lock indicated that an attempt
was made to reprogram al-Mabhouh's electronic door lock at this time.[c/fation needed] The jnyestigators
believe that the electronic lock on al-Mabhouh's door may have been reprogrammed and that the

killers gained entry to his room this way.!*!] The locks in question, VingCard Locklink brand, 2] can be

irates

accessed and reprogrammed directly at the hotel room door.
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According to initial reports, Al-Mabhouh was drugged,!®! then electrocuted and suffocated.’! Lt. Gen. Dhahi Khalfan Tamim of the Dubai Police Force said the AU AzsTEiE T

suspects tracked Al-Mabhouh to Dubai from Damascus, Syria. They arrived from different European destinations and stayed at different hotels, presumably to
avoid being detected and, with the exception of three of its members suspected of "helping to facilitate" who had left on a ferry for Iran several months before the
assassination, departed after the assassination to different countries.[?I°! Dubai's police chief said that he was "99% certain” that the assassination was the work
of Israel's Mossad. On 1 March 2010, he stated that he was "sure" that alf of the suspects are hiding in Israel.'?l"1] He said that Dubai would ask for an arrest S et

warrant to be issued for Meir Dagan, the head of Mossad, if it is confirmed that the Mossad is involved and responsible for the assassination.['?! The Hamas perpetrator

leadership also holds Israel responsible, and has vowed revenge.!'®l Hamas, which is itself on the US and EU lists of terrorist organizations (and also

considered a terrorist organization by the govemments of Israel,['¥ and Japan,["®] as is its military arm by the United Kingdom('6] and Australial'’]), requested that Israel be added by the EU to its list
because of susp|c|0ns that Israel was involved in the assassination.['®] However, later in March, Dubai p0||ce chief said, "l am now completely sure that it was Mossad", and went on to say "I have presented

[E T+ .

Weapons Pillow, muscle relaxant
Deaths 1

Perpetrators 33 people, using forged and
fraudulently obtained passports
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* Clone an access token
* Produce an access token with more privileges
* Produce an access token with all privileges




INTERNATIONAL
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Identification
integrated cir
cards —

Part 2:
Radio freque:

Cartes didentification
Cartes do proximité —

Parte 2: Puissance &

ISO/NEC
14443-2

INTERNATIONAL

STANDARD

Identification
integrated cir¢
cards —

Part 3:
Initialization a

Cartes didentification -~
Cartes de proxmitd —

Parte 3. Intialksaton of

ISO/IEC
14443-3

MFOULXx1

MIFARE Ultralight EV1 - Contactiess ticket IC

Reov. 3.1 — 30 June 2014
234501

1. General description

11

12

NXP Semconaucion Ceveloped ¥
contactioss smart Bched, smant can
Device (PCD). The MFOULxY s de
enviroryment (see Ref 1) The targ
N PURAC YANIDOrAtion Networks, b
serves as  replacement for conve
magnetic strpe tickets or coins. It |
card familes such as MIFARE DE!

The MIFARE Unraight EV1 Is sucx

Contactiess energy and da
In 8 contactiess system, the MFOU
MFOULxT it the TFC .0 (Eomonds
Ret 8

The MFOULXY chip, which s avals
supports both TFC.1 and TFC O i

Product data sheet
COMPANY PUBLIC

MFOICU1

MIFARE Ultralight contactiess single-ticket IC

Rev. 3.9 — 23 July 2014 Product data sheet
028639 COMPANY PUBLIC

1. General description

11

The MIFARE MFOICU 1 has been developed by NXP Sermconducton 1o be used n 8
contactess smart tcket or smart card In combination with & Proximity Coupling Devices
(PCO) In accordance wih ISONEC 14443 A (see Hef 1) It s intenced for use as sngle
9 O Wmited Use LChets N DUBEC FENSpOBtoN Networks, IOyaly Cards of Cay passes for
everts as a replacement for CONVertonal SChatng SOLLONS SUCh a8 Daper Bokets,
magnetic stroe hckats o cor

As the Usage of contactiess DrOXMty SMart Cands DECOMES MOre and MOre COMMonN,
TINS00r and evert CDerstons 80 SWilching 10 completely Contacless sobtons. The
Introduction of the MIFARE Utraiight for imited use tckets may lead 10 & reduction of
systom nstalation and mantorance costs. Terminals may be less vuinerabie b damage
and mechanical talures caused by tcket jarms. MFOICU 1 can easly be integrated into
Ustng schemes and even standard Deger Icket vending eQuOment can be Lograded
This solution for low COSt SCkats Can help Operators 10 reduce the croulaton of cash within
e system

The mechancal and slectroncal specificatons of MIFARE Utraight are lalored 1o meet
e regurements of paper tcket manutacturers
Contactiess energy and data transfer

In e MIFARE systern, the MFOICU1 is connected 10 & coll with & few turns. The
AMEOCU I St the TRC O (Famondeon ) and TRC 1 NS0 tchat formats a2 Seferad 0 BS
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BRUTEFORCING T1/SECOND

4 bits 8 bits 12 bits 16 bits
16 secon ds |4 minutes




BRUTEFORCING 1/SECOND

20 bits 24 bits 28 bits 32 bits







¢ % Jerry Gamblin @
@JGamblin < N ) M

Sometimes, hacking is just someone
spending more time on something than
anyone else might reasonably expect.

16.04 - 25. maalisk. 2017
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Vulnerable device
manufacturers'

87%

of switches, routers,

and access points

78%

of streaming media
players/speakers

77%

of IP phones

75%

of IP cameras

66%

of printers

57%

of smart TVs

Representative
manufacturers

Estimated number of vulnerable
devices, worldwide?

Aruba
Avaya
Cisco
Dell
Extreme
Netgear

14 million

Apple
Google
Roku
Sonos

51 million

Avaya
Cisco

NEC
Polycom

124 million

Axis Communications
GoPro

Sony

Vivotek

160 million

Hewlett Packard
Epson

Konica

Lexmark

Xerox

165 million

Roku-integrated
Samsung
Vizio

281 million

DNS REBIND
ATTACK

NETWORKING EQUIPMENT (17%)

IP CAMERA (8%)
STREAMING

MEDIA PLAYERS (3%)

VIDEO CONF (2%)

SMART TV (2%)

CONF PHONE (1%)

HVAC CONTROL (1%)

/— PERIPHERALS (1%)

ey — POINT OF SALE (1%

e SMART SPEAKER $1%

PRINTER (31%)

IP PHONE (32%)

&b armis

2018 Armis, Inc. All rights reserved
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THREAT LANDSCAPE

Remaiten
Spike Mirai
Gafgyt Hajime
Tsunami Psybot HET Leet
Hydra OSX/Tsunami Moose
Pnscan

Torai

Hide N’ Seek
Satori CoinRobber
ADB.Miner
Mushtik
Prowli
GoScanSSH
VPNFilter
Anarchy
Death

Hakai

(L1}

Satori
Persirai
lot_Reaper
Brickerbot
Amnesia




GARTNER: THE THREE MAIN
SECURITY ISSUES WITH
CONNECTED HOME DEVICES

LACK OF SECURITY SECURITY IMPLE-
MENTATION IS OFTEN
JUST AN




THREAT ACTORS

HACKTIVISTS
They have a political
or ideological
agenda, and want
publicity.

CYBER CRIMINALS
They want to steal
money. Doesn’t
matter from whom.

STATE ACTORS
They create
Malware.

Mass collection of
user data

-
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OK, SO WHAT NOW?
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1. No U ca':e$=no|nternet
//ﬁ D

* 2. Force default password change

. 3. Patch

" 4. Bug bounty
¢/ 5. Map your attack surface
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Al DRIVEN 3-LAYER
CYBER SECURITY
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PROTECTION
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. _PROTECTION
' EVERYWHERE.
"SIMPLIEH




