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Why Logging?
1. Monitor process

2. Extract information

3. Make proper decision
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Can you make decision?
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Can you make decision?

© ®Host3
@ Host2

g

Power consumption (w)
2

&

_/\/\_4/-/\ - ﬁ
0 _

2017-04-03 02:00 2017-04-07 02:00 2017-04-11 02:00 2017-04-15 02:00

@timestamp per 12 hours
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Different devices different data

04/18/2017  22:16:34 o o0 o o0 O O o O O 0 0 o0 o0 184 194 o0
242 287 213 41 102 237 294 O

interface=wlan1 mac-address=FF:FF:FF:FF:FF:FF ap=no wds=no bridge=no

rx-rate="65Mbps-20MHz/1S" tx-rate="65Mbps-20MHz/1S" packets=1243,1218

bytes=100314,100806 frames=1243,1218 frame-bytes=93090,93498

hw-frames=1298,1540 hw-frame-bytes=128352,130756 tx-frames-timed-out=0

uptime=15mb54s last-activity=11s320ms signal-strength=-41dBm@1Mbps

signal-to-noise=59dB signal-strength-ch0=-43dBm signal-strength-ch1=-46dBm

strength-at-rates=-41dBm@1Mbps 15m47s170ms,-54dBm@HT20-0 15m27s690ms,-40dBm@HT20-
1 15m44s390ms,-56dBm@HT20-2 14m36s170ms,-57dBm@HT20-3 15m17s540ms,
-54dBm@HT20-4 10m38s230ms,-53dBm@HT20-5 13m55s450ms,-53dBm@HT20-6
12m52s610ms,-55dBm@HT20-7 11s320ms

tx-ccq=99% p-throughput=61077 distance=4 last-ip=192.168.1.45

802.1x-port-enabled=yes management-protection=no wmm-enabled=yes

tx-rate-set="CCK:1-11 OFDM:6-54 BW:1x HT:0-7"
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Timestamps

04/21/2017  18:47:30

™~

Apr2118:47:30 —

apr/21/2017 18:47:30 —

/

Fri Apr 21 18:47:30 2017

> 2017-04-21 18:47:30
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Shipping data to a centralized location

e Write data to a file

Analysis

A
e Shipping data over network E

Il \ / Archiving
* Encrypt data ' —— /

=

q
O — w —®
\ Monitoring
- / logstash \
-
— .
/ Alerting
-llII
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Data lifecycle

1. Creation

2. Ship

3. Centralization
4. Enrich

5. Store

6. Analyze

7. Visualize

8. Archive
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Elastic architecture

= beats

Log creation
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Elastic architecture

= beats ‘ Logstash

Log Centralization
and
enrichment
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Elastic architecture

b
e atS ” Logstash > = Elasticsearch

Storage
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Elastic architecture

b
e atS ” Logstash > = Elasticsearch
Wk

‘ Kibana

Visualize
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Elastic architecture

b
e atS ” Logstash > = Elasticsearch
— wk

i’ Files /
y Twitter

twitter
TCP
Kibana

UDP
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Elastic architecture

. beats M‘ Logstash
i’ Files P ‘ Logstash
y Twitter

twitter

Elasticsearch

P S

|

-—wvr

a

-‘ Elasticsearch
TCP ‘

Kibana
UDP
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Logstash

Logstash

Data field

Data Source

N~ Data field
N /
N

J

Data field

=
S . _>
=

Parsed data
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/ngstash Input Plugins

* An input plugin provides ability to read a specific source of events
* Logstash appends config files in an alphabetically order

* Input config file can have multiple input plugin (file, syslog, etc)

April 24 Eye Networks



=

ogstash Input Plugins

il

* Beats
® File Input{
* Github webhook file { |
path => “csv file path”

® http or h‘L‘tpS sincedb_path => “Path of the sincedb database file “
° start_position => “end or beginning”

IMAP type => “type_name”
° Twitter }

* SNMP trap !
° TCP

 UDP

* and more input plugins
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/Logstash Filter Plugins

* A filter plugin provides ability to parse a specific source of such as csv,
grok, geoip, xml, etc.

e Filters are usually applied conditionally based on input type.

April 24 Eye Networks



g

/Logstash Filter Plugins

if [type] == “type_name” {

csv {
O Anonyml 7.e separator = “ “
columns => [ “date”, “time”, “field1”, “field2” ]
* CSV convert => { “field1” => “float”
Ilﬁ 1d2// => Ilﬂ tll
e Date o o
* emoji }
: mutate {
O Ge01p add_field => { “timestamp” => “%{date} %{time}”}
}
e Grok date {
e Mutate match => .[ t1ri1es:clamp , Mll\’/[/dd/yyyy HH:mm:ss”]
remove_field => [“timestamp”]
e XML target => “@timestamp”
. timezone => “Europe/Amsterdam”
* and more filters }

April 24 Eye Networks



‘Logstash Output Plugins

* A output plugin provides ability to send event data a specific
destination such as elasticseach, csv, tcp, etc.

* Outputs are usually applied conditionally based on input type.
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/Logstash Output Plugins

* CSV file

e Elasticsearch output |
e Fmail if [type] == “type_name” {

. elasticsearch {
e File hosts => [ “localhost:9200” ]

* Google cloud storage index => “your_index"
* http or https }

*® Jira

° TCP

 UDP

* and more output plugins
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Isualize data with Kibana

=

* Login to Kibana

* Add your index through Management window
* Build a graph though Visualize window

* Add the graph to your dashboard
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Configure index in Kibana

Management / Kibana

K kibana

Discover .
@ & metricbeat*

Visualize
Dashboard
Timelion
Dev Tools

Management

o Collapse

April 24

Index Patterns Saved Objects Advanced Settings

Configure an index pattern

In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search

and analytics against. They are also used to configure fields.

¥ Index contains time-based events

[ Use event times to create index names [DEPRECATED]

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*
logstash-*

[/ Do not expand index pattern when searching (Not recommended)

By default, searches against any time-based index pattern that contains a wildcard will automatically be expanded to query only the
indices that contain data within the currently selected time range.

Searching against the index pattern /ogstash-*will actually query elasticsearch for the specific matching indices (e.g. logstash-2015.12.21)
that fall within the current time range.
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. SystemLoad
Py, kibana .
@ Discover
Visualize Data  Options
Dashboard metrics
B v-axis
Timelion Aggregation
Dev Tools Average
Management Field

system.load.1

Custom Label

buckets

B3 x-Axis

Aggregation

Date Histogram

o Collapse

Field

April 24

4 Advanced

o118

Visualize data with Kibana

Average system.load.1

New Save Open Share Refresh © April 1st2017, 12:00:06.967 to April 18th 2017, 12:01:44.516

N

=i

2017-04-03 02:00 2017-04-07 02:00 2017-04-11 02:00

@timestamp per 12 hours

2017-04-1502:00

0 @® monitorlab-host2
@® monitorlab-host3
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z kibana

Discover
Visualize
Dashboard
Timelion
Dev Tools

Management

o Collapse

April 24

Kibana Dashboard

Test New Add Save Open Share Options

PDU-test

200 € @ monitorlab-host3

@ monitorlab-host2

2017-04-0502:00  2017-04-0902:00  2017-04-1302:00  2017-04-17 02:00

@timestamp per 12 hours

SystemLoad

=

b 6 © @ monitorlab-host2
é @ monitorlab-host3
S a

4

*

:.'o 2

-

s PAN — -

<

2017-04-0502:00 2017-04-09 02:00 2017-04-13 02:00

@timestamp per 12 hours

© April 1st 2017, 16:09:35.206 to April 18th 2017, 16:09:35.206
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K kibana
(@ Discover

Visualize
Dashboard
Timelion
Dev Tools

Management

o Collapse

April 24

Kibana Timelion

New

Expression...

Mq:* > avg(system.load.1) (0.04
Mq:* > avg(outlet21_w) (100.35

Save

A

Delete Open

Options

A

N

2017-04-08 00:00

2017-04-16 00:00

225
200
175
150
125
100
75

Docs Wl S5seconds @ April 1st 2017, 16:17:11.059 to April 18th 2017, 16:17:11.059

125
Mg:* > avg(system.load.1) (0.02)
10.0 -Mqg:* > avgloutler21_w) (4.92)

75
5.0 A A A

25

0.0
@ @ @ @ 2017-04-08 00:00 2017-04-16 00:00
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Kibana Timelion

' kb New Add Save Delete Open Options Docs © Last7days
A IDand .es(index=pduindex, metric=avg:outlet20_w).subtract(.es(index=pduindex, metric="avg:outlet20_w", offset=-7d)).fit(carry) auto v n
Discover
@ 20
Mq:* > avgloutlet20_w)
Visualize
10

Dashboard

Timelion r

Dev Tools

Management

50 : ! ) : : :
@-04-1 6 00:00 2017-04-17 00:00 2017-04-18 00:00 2017-04-19 00:00 2017-04-20 00:00 2017-04-21 00:00 2017-04-22 00:00 2017-04-23 00:00

o Collapse

April 24 Eye Networks



Summary

* Easy to use
* Minimum dependency ( only Java)

* Open source

e Flexible
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