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Home Services Areas (P1401)

!User needs in these areas 
�Mass market relevance  

“It shall make money” 
�Help customer up to the very end ‘it 

will work’

!How support is provided? 
�Telecom: “Works first time and forever” 
�Connectivity support 
�Service support

VoD, News, Music  
Fast Internet

Entertainment 
On-Demand

Safety & Security 
Appliance management 
Energy savings

Home Automation 
Security

eLearning 
Virtual communities  
eGaming

Personal  
Enrichment

“Take part” in life  
Positive monitoring 
Heart rate, EKG

Social Inclusion 
Health - Care

Security &  
Privacy
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Your Role as Home Network provider

Today 
! “Get it working” 

➡ QoS overall: “Netflix on the toilet” 
➡ No failure 

! Price competition 
➡ last mile CAPEX & OPEX costs 
➡ Bundling of services 
➡ Upcoming IoT services 

In 2025 
! Vision: Service provider for 98% of 

time 
➡ seamless maintenance 
➡ security for all IoT devices 
➡ privacy provider 
➡ personalised services 

! Incentives 
➡ Service unbundling 
➡ no revenue on “black connectivity”
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The Internet of Things (IoT)
! IoT = 

➡ Things + 
➡ Internet + 
➡ Semantics 

! Tingene som snakker 
➡ med en datamaskin, 
➡ som forstår hva det 

dreier seg om, 
➡ og tar selvstendige 

beslutninger
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Source: L. Atzori et al., The Internet of Things: 
A survey, Comput. Netw. (2010), doi:10.1016/ 

* security 
* privacy 
* dependability 
* context-aware  
* personalised 

http://iotsec.no
http://basicinternet.org


Apr2017, Josef NollHome Service provider in 2025

Considerations for your way
! A variety of services 
! Security and Privacy 

requirements 

! Novel trends, 
flexibility 

! My Home is 
everywhere
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IoT threats 
! First massive attack from IoT devices 

➡ 16Oct2016 IoT botnet attack on Dyn  
➡ Camera (CCTV), video recorder, TV,… 
➡ 1.2 Gbps Denial-of-Service attack  

! How? 
! All using Linux BusyBox for authentication 

➡ admin - admin, root - root, admin - 1111… 
➡ simple “test” was enough to convert IoTs into 

botnet
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[Source: https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ ]

16Oct2016

http://iotsec.no
http://basicinternet.org
https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/
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IoTSec.no 
“Research on IoT security” 

“Building the national Security Centre for 
Smart Grid” 

http://IoTSec.no
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Smart Meter
Internet

Communication & IoT for society

http://IoTSec.no
http://iotsec.no
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IoT: Mobile service usage
! IoT & Mobile merge 

➡ health applications 
➡ puls meter 
➡ blood sugar meter 

! Facebook example: 
➡ record audio 
➡ read phone status and identity 

! For what?
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Towards Measurable Privacy - Privacy Labelling
! “Measure, what you can measure - Make 

measurable, what you can’t measure” - Galileo 
! Privacy today 

➡ based on lawyer terminology 
➡ 250.000 words on app terms 

and conditions 
! Privacy tomorrow 

➡ A++: sharing with no others 
➡ A: … 
➡ C: sharing with …. 

! The Privacy label for apps  
and devices

10

http://iotsec.no
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Partnership for Digital Africa
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Google translate http://www.aftenposten.no/meninger/debatt/
Kronikk-Som-gjesteland-pa-G20-toppmotet-ma-vi-
bidra-til-a-endre-verden--Erna-
Solberg-614076b.html

http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Infrastructure for Safety & Security

!Using gateway’s bridge mode 
� QoS control 
� remote maintenance 
� flexible management 

!Easy to use, (plug &) play 
�Applications maintained in Telecom

Bridge:  
Secured services

Public:  
WEB, email
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Learn from Industrial Automation and Mobile Networks
! “What to secure?” 

! Network segregation 
➡ Network slicing 

! From Confidentiality, 
Integrity, Availability 
(CIA) 

! to  Availability, Integrity, 
Confidentiality (AIC)
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Conclusions for 2025
! Things (IoT) are driving the digital societies 
! Novel services at home  

– Internet + Semantics + Things = IoT 
– Digitisation of the Society 

! IoT Security and privacy 
– privacy/security through network slicing 
– Privacy label (A++, A+…D) 

! Free access to basic information: InfoInternet 
– addressing the UN Sustainable Development 

Goals  
      (SDG 2030)
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